
 
 
The Australian Taxation Office over the last few years have advised of various 
scams that are communicated via SMS, phone and email and recently there 
has been a spike in the fraudulent activity. 
 

Both the ATO website and www.scamwatch.gov.au list the various scams being run, 
and the following information is detailed in their websites. 
 

A common scam  
 

Calls from scammers falsely claiming to be from the Commonwealth Director of 
Public Prosecutions (CDPP) or Australian Tax Office (ATO). 
 
Scammers have recently been calling Australians telling them that there is a warrant 
out for their arrest or that they will be served with court papers. Many people have 
reported to SCAMwatch that messages have been recorded on their answering 
machines asking them to call back later. The telephone number provided starts with 
(02) 61…  and they ask you to call during office hours to discuss the matter further. 
However, the telephone number has no connection with the Commonwealth Director 
of Public Prosecutions, Australian Taxation Office or any other state or 
commonwealth department.  In actual fact the phone number is not Australian and is 
a VOIP number. 
 
The scammers may spin a range of stories about why an arrest warrant has been 
issued, including that you have failed to pay taxes.  The scammers sometimes quote 
personal information, such as address and date of birth, during the conversation to 
show authenticity, and also often have several private contact numbers for you. 
 
Scammers typically ask for money to be sent via wire transfer as it’s nearly 
impossible to recover money sent this way. They may also ask for people’s financial 
and other personal details to access their money and use this information to commit 
other scams. 
 
Never give your personal, credit card or online account details over the phone unless 
you made the call and the phone number came from a trusted source. If you think 
you have provided your account details to a scammer, contact your bank or financial 
institution immediately. 
 
Note, the scam can be in play over a number of weeks or months, and may have 
started with a phone survey in which information is collected from you, and then 
reused in a later call like the above to give the call authenticity.  
 

Secure information and correspondence 
 

The ATO uses www.my.gov.au.  A secure myGov account that lets you link a range 
of Australian Government services with one username and password, all in one 
place.   
 



In the case of the ATO they will send most of your personal ATO letters directly to 
your myGov Inbox, rather than through the post.  The ATO will send an email or 
SMS notifications from myGov to let you know when there are new messages in 
your myGov Inbox. These myGov notifications will not contain links. 
 
If you are unsure about the legitimacy of a myGov notification you have received you 
should go directly to the myGov home page (www.my.gov.au) and sign in to check 
your myGov Inbox. 
 

Tips 
 

Use of hyperlinks 
The ATO only links to content that they maintain (for example, ato.gov.au, or their 
media profiles) or partner content (for example, abr.gov.au, staysmartonline.gov.au). 
Remember to always check the target address (URL) of the page you are visiting to 
ensure the site is genuine by hovering the mouse over it. If you are unsure, do not 
click – instead, copy and paste the URL into your browser. 
 
Protect yourself when using social media  
Remember that posts you make on social networking websites like Facebook, 
Twitter and You Tube are publicly viewable and searchable. Be aware that what you 
post may remain online indefinitely and can be found through search engines and 
online archives. 
 
Follow these tips to protect yourself online when using social media: 

o protect accounts by using strong passwords, and change them regularly 
o think carefully before you click on links and attachments, particularly in 

emails and on social networking sites 
o don’t post your date of birth 
o regularly adjust your privacy settings on social networking sites 
o customise your security settings to ensure your profile is only accessible to 

those you trust 
o never post personal financial information about yourself, your friends or 

family. 
 

How to recognise a scam 
 

Tip 1: How to recognise scam SMS and emails 
Hoax SMS and emails can look very convincing. To protect yourself from scams and 
fraud, remember to look out for SMS and emails that: 

o are unsolicited, and check whether emails are from a valid ATO email 
address – scams may include an official-looking email address to give you 
a false sense of security 

o do not address you by your name, or address you by your email address 
o ask for your personal or financial information, such as your date of birth, 

address, credit card details and PIN – the ATO will never ask you to 
provide this information via SMS or email 

o are poorly worded and contain spelling and grammatical mistakes – fake 
emails often contain misspellings, poor grammar, missing words, and gaps 
in logic; these types of mistakes help scammers avoid scam filters 

o promise you money 

http://www.my.gov.au/


o contain an attachment for you to lodge a form – opening one could cause 
you to download spyware or a virus 

o contain fake links for you to lodge a form – in emails, check where the link 
is going by moving your mouse over the link in the email and look at the 
URL in the bottom bar of the browser; if it looks suspicious, don't click it. 

 
Tip 2: Report SMS and emails that offer tax refunds in exchange for entering 
personal information  
The ATO can only calculate tax refunds after you or your tax agent have reported 
information to them about your financial activity for the year. Based on that 
information, the ATO automatically pays any refund due into your nominated bank 
account. 
 

Any SMS or email that requests additional information before a refund can be 
released is a hoax. 

 
Tip 3: Report SMS and emails claiming that you owe the ATO money or that 
your account is in arrears and that the ATO will take you to court 
The ATO will never email you with this information. Once the ATO has processed 
your information, they will send you a notice or account to advise you of your total 
tax liability and whether you owe money – this statement will also tell you when you 
need to make any payments. 
 
If you are having difficulty paying your tax debt, it is important you contact the ATO. If 
you fail to address your debt, the ATO will contact you via: 

o phone – generally during normal business hours. 
o mail – this will be sent to either your myGov Inbox or the postal address 

they have on their records 
o an external collection agency  
o a personal visit. 

 
The ATO will never contact you about owing them money without sending you a 
notice or account summary. They will not start any legal action until they have tried 
various other methods to collect the money, including setting up a payment plan. 
 

 Any SMS or email you receive that demands payment or advises that they're 
taking legal action for the amount owed, without the ATO contacting you first, is 
a hoax.  

 
Tip 4: Always use the ATO online services by visiting ato.gov.au or my.gov.au  
Following this practice ensures you are logging into a genuine ATO online service. 
You will always be prompted to sign in with your: 

o myGov username and password, for individual online services 
o AUSkey for the Business, BAS, and Tax Agent portals. 

If you aren’t asked to do this, the website is a fake. 
 
As an extra precaution, we recommend you type internet addresses directly into your 
internet browser, rather than clicking on links embedded in emails. You can also 
check the URL of the page you are visiting to ensure the site is genuine. 



 
Tip 5: Make sure you keep your tax file number (TFN) and passwords secure  
Don't share your password with others and never reply to emails with your password 
or other sensitive information, including your TFN. 
 

Change your passwords on a regular basis – try using one that consists of a 
combination of numbers, letters (both upper case and lower case), punctuation and 
special characters. 
 
Tip 6: If a phone call doesn’t sound true ask for their phone number and advise 
you will call them back, or direct them to contact your tax agent directly. Our 
name and phone number appear against each of our clients names, as their 
tax agent in the ATO database, you don’t need mention our name, this is 
another test. 
If in doubt about the authenticity of a call that you receive from the ATO, you should 
either contact Marsden Stantons and we can enquire on your behalf, or contact the 
ATO direct on one of their publicly listed numbers to verify the legitimacy of the call. 
 

As mentioned a lot of scams are quoting a NSW (02) return phone number or even a 
mobile number, rather than a national 1300 number. 
 

If you've been a victim of a tax-related scam 
 

If you think you have been a victim of a tax-related scam, phone us at Marsden 
Stantons or directly to the ATO - do so immediately, because your personal details, 
including your TFN, may be compromised. 
 

You should also contact your bank/financial institution as soon as possible if you 
provided your credit card details as part of the suspected scam. 
 

Other scams include 
 

A directory entry or unauthorised advertising scam, which is a scam that targets 
small businesses, trying to bill you for a listing or advertisement in a magazine, 
journal or business register/directory. 
 

The scam might come as a proposal for a subscription disguised as an invoice for an 
entry in a bogus international fax, telex or trade directory. Sometimes they are 
doctored to look like those used by genuine directory publishers. 
 

There have also been cases where emails arrive which appear to be internal emails 
from a manager within the actual business authorising a person to pay a fraudulent 
purchase order, always view the email address to ensure its true, it could be just one 
character different from the real email address. 

 
Please take care as detailed above, and remember also that identity theft can take 
years to resolve. 
 

For Further Information please contact: 
MARSDEN STANTONS 

Level 2/1 Walker Avenue, West Perth WA 6005 
Phone: (08) 9328 3244 

service@marsdenstantons.com.au 

https://www.ato.gov.au/About-ATO/About-us/Contact-us/Phone-us/
https://www.ato.gov.au/About-ATO/About-us/Contact-us/Phone-us/
mailto:service@marsdenstantons.com.au

